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Abstract—Sensors on (or attached to) mobile phones can
enable attractive sensing applications in different domains, such
as environmental monitoring, social networking, healthcare,
transportation, etc. We introduce a new concept, sensing as
a service (SzaaS), i.e., providing sensing services using mobile
phones via a cloud computing system. An S2aaS cloud needs
to meet the following requirements: 1) it must be able to
support various mobile phone sensing applications on different
smartphone platforms; 2) it must be energy-efficient; and 3) it
must have effective incentive mechanisms that can be used
to attract mobile users to participate in sensing activities. In
this vision paper, we identify unique challenges of designing
and implementing an S2aa$S cloud, review existing systems and
methods, present viable solutions, and point out future research
directions.

Index Terms— Mobile phone sensing, sensing as a service, cloud
computing, energy-efficiency, incentive mechanisms.

I. INTRODUCTION

OBILE phones have evolved as key electronic devices
for communications, computing and entertainment, and
have become an important part of people’s daily life. Most
current mobile phones (such as iPhone, Samsung’s Android
phones, etc.) are equipped with a rich set of embedded sensors
such as camera, GPS, WiFi/3G/4G radios, accelerometer,
digital compass, gyroscope, microphone and so on. More-
over, external sensors (such heartbeat sensor, air pollution
sensor, etc) can also be connected to a mobile phone via
its Bluetooth interface. These sensors can enable attractive
sensing applications in various domains such as environmental
monitoring, social networking, healthcare, transportation, etc.
Mobile phone sensing has been studied by a few recent
works [17], most of which, however, presented the design
and implementation of a mobile phone sensing system for a
particular application.
In this paper, we propose to leverage emerging cloud
computing model to provide various sensing services using
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Fig. 1. An SZaa$S cloud.

mobile phones for a large number of cloud users and introduce
a new concept: Sensing as a Service (S2aaS). A typical S?aaS
cloud is illustrated in Fig. 1. In an S%aaS cloud, multiple
sensing servers (as shown in the figure) can be deployed
to handle sensing requests from different locations. When a
clouduser initiates a sensing request through a web front-end
from either a mobile phone or a computer (desktop/laptop),
the request will be forwarded to a sensing server which will
then push the request to a subset of mobile phones that happen
to be in the area of interest. The corresponding sensing task
will be fulfilled by these mobile phones. The sensed data will
then be collected by a sensing server, stored in the database
and returned to the cloud user who requests the service.
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An interesting feature of such a system is that a mobile phone
user (or simply mobile user) can be not only a cloud (service)
user who can request sensing services from the cloud but also a
service provider who fulfills sensing tasks according to sensing
requests from other mobile users.

There are primarily two mobile phone sensing para-
digms [17]: Participatory Sensing and Opportunistic Sensing.
In participatory sensing, mobile users actively engage in
sensing activities by manually determining how, when, what,
and where to sense. In opportunistic sensing, sensing activities
are fully automated without the involvement of mobile users.

To provide sensing services for a large number of cloud
users with different needs, an SZaaS cloud must be able to
support various participatory sensing and opportunistic sensing
applications on different smartphone platforms.

Performing sensing tasks may consume a significant amount
of energy of a mobile phone. Therefore, without carefully
managing very limited energy resources on mobile phones,
users may end up with an awkward situation after performing
a few sensing tasks, in which phones run out of energy when
they are needed to make phone calls. Moreover, most mobile
phone sensing applications are location-dependent. If energy-
hungry GPS is turned on during the whole sensing procedure,
the battery may be drained very quickly. There is a large space
for energy savings. However, fundamental energy-efficient
resource management problems have not been well studied for
mobile phone sensing. Furthermore, unlike a traditional sensor
network which is usually operated by a single organization,
mobile phones and their sensors are owned and controlled
by different individual users. Hence, the mobility is totally
uncontrollable and hard to predict.

In addition, an S?aa$S cloud is truly a crowdsourcing system
that depends on mobile users to provide data. Without ade-
quate user participation, it is impossible to achieve any level of
service quality. However, by participating in sensing activities,
mobile users will consume resources on their own phones,
such as battery and computing power. More importantly,
participating users will also expose themselves to potential pri-
vacy threats. Hence, a mobile user would not be interested in
participating in mobile phone sensing, unless he/she receives a
satisfying reward to compensate his/her resource consumption
and potential privacy breach. A fundamental problem is how
to provide incentives to attract these selfish mobile users to
participate in sensing activities, which, to the best of our
knowledge, has not been well addressed yet.

Developing a unified, green and incentive cloud computing
system for mobile phone sensing is quite challenging. In
this paper, we identify unique challenges in designing and
implementing an S?aaS system, review existing systems and
methods, present viable solutions, and point out future research
directions. Even though (sensed) data processing and analysis,
and security and privacy are critical issues, they are out of
scope of this paper since we believe they are common issues
in sensor networks and mobile cloud computing systems. We
aim to address research challenges unique to developing an
S?aa$S cloud here.

The following important and special issues need to be
carefully addressed for designing and implementing an S?aaS
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cloud:

1) The system must be general enough such that it can
support various opportunistic and participatory sensing
applications (which may even involve a large vari-
ety of sensors) over different mobile phone platforms
(Android, i0S, Blackberry, Windows Mobile), and there
is very little overhead to launch a new sensing applica-
tion/service.

2) The system can be easily and quickly reconfigured to
replace old inefficient algorithms or policies with new
ones.

3) Sensing energy consumption should be minimized such
that mobile phones can undertake sensing tasks, and in
the meanwhile, can still fulfill its regular duties, such as
making phone calls, sending/receving emails, browsing
webpages, etc.

4) The system must have effective incentive mechanisms
to attract mobile phone users to participate in sensing
activities.

The rest of the paper is organized as follows: In Section II,
we discuss the design and implementation of the software
architecture of an SZaaS system. Section III is focused
on energy-efficient sensing task management. The incentive
mechanism design is discussed in Section IV. We point out
future research directions in Section V and conclude the paper
in Section VI.

II. ARCHITECTURE DESIGN AND IMPLEMENTATION

Recently, research efforts have been made to develop sys-
tems to support mobile phone sensing in different areas such
as environmental monitoring, social networking, healthcare,
transportation, etc [17].

A mobile phone sensing application, called PEIR (Per-
sonal Environmental Impact Report) [30], was developed to
use location data sampled from mobile phones everyday to
calculate personalized estimates of environmental impact and
exposure. In [35], Rena et al. proposed the design and imple-
mentation of the “ear-phone” system which is a mobile phone
sensing system that can be used to monitor the background
noises. Each mobile device in the ear-phone system has a
signal processing module for analyzing the background sound
level. A central server is used to manage data collected by
mobile phones and create an urban noise map. In addition,
Lu et al. proposed SoundSense in [22], a scalable framework
for modeling sound events on mobile phones, which uses a
combination of supervised and unsupervised learning tech-
niques to classify both general sound types (e.g., music, voice)
and discover novel sound events specific to individual users.
SoundSense was implemented on the iPhone and represents
the first sound sensing system specifically designed to work
on resource limited mobile phones.

In [27], Miluzzo et al. presented the design, implementation,
evaluation, and user experiences of a mobile phone sensing
system called CenceMe. CenceMe represents the first system
that combines the inference of the presence of individuals
using sensor-enabled mobile phones with sharing of this
information through social networking applications such as
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Facebook and MySpace. Micro-blogs [13] is another mobile
phone sensing system developed for social networking. Similar
to other blog systems, users could upload a multimedia blog
annotated with a geo-tag to a micro-blog server. Information
could be queried and browsed via a digital map service, such
as Google Map. This system is also able to dispatch sensing
requests to a set of phones in the region of interest.

Mobile phone sensing has the potential to collect contin-
uously sensed data for health and wellness analysis. UbiFit
Garden [6] is a mobile phone sensing system jointly developed
by Intel and University of Washington, which uses small
inexpensive on-body sensors and machine learning techniques
on activity modeling to infer people’s activities throughout
everyday life. This system captures levels of physical activity
and relates this information to personal health goals when
presenting feedback to the user for encouraging physical
activity. In another project [18], Lee et al. connected the
ZigBee-based built-in blood glucometer to mobile phones.
The measured blood glucose could be transmitted directly to
the web. Leijdekkers and Gay [20], developed a heart attack
self-test system. In this system, electrocardiogram sensors
are wirelessly connected with a mobile phone, which can
collect a mobile user’s symptoms and send them to a mobile
phone application. The mobile application can then analyze
the streaming data to detect the onset of a heart attack. If the
application assesses that the user is at risk, it will urge him/her
to call the emergency service immediately. If the user has a
cardiac arrest, the application will automatically determine the
current his/her location and alert the ambulance service.

In [29], a mobile phone sensing system, Nericell, was
presented for monitoring road and traffic conditions in a city,
which uses the accelerometer, microphone, GSM radio, and/or
GPS sensors in a mobile phone to detect potholes, bumps,
braking and honking. In [41], Thiagarajan et al. presented
VTrack, a mobile sensing system which tracks the traffic
delays and congestions. In VTrack, drivers’ smartphones are
used to provide spatio-temporal samples to monitor traffic
delays. Specifically, VTrack uses WiFi signals to estimate the
driver’s locations, along with a hidden Markov model based
map matching method, to identify the road segments and the
time spent on these segments.

General-purpose mobile phone sensing systems have also
been introduced by a few recent works. In [23], the Bubble-
Sensing framework was proposed to bind sensing tasks to a
specific physical locations of interest. This framework can
be used for both opportunistic and participatory sensing.
Mobile users are selected to collecting information, such as
background noise and photo. A “bubble” task can be bound
to the location of interest and remains active for a period
of time. This sensing framework could be used to keep a
living documentary of places of interest. Cornelius et al.
introduced AnonySense in [5], which is a privacy-aware
system for mobile phone sensing. Designed for community-
oriented information services, AnonySense distributes sensing
tasks among a set of anonymous mobile devices, and collect
verified yet anonymous sensing results. The proposed system
aims at addressing the privacy concerns in large-scale sensing
applications. In [8], Das et al. presented a Platform for Remote
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Sensing using Smartphones (PRISM). PRISM enables third-
party applications to be packaged as executable binaries and
push them automatically to an appropriate set of phones. The
mobile phone end of PRISM will then execute the received
executable file.

However, these existing systems have the following prob-
lems: 1) Most existing mobile phone sensing systems, such as
systems presented in [6], [13], [18], [20], [22], [27], [29], [30],
[35], [41] target a particular sensing application. Therefore,
there is a large overhead for developing and maintaining
such a special-purpose system. 2) Even though PRISM [8]
is a general-purpose mobile sensing platform. However the
sensing tasks delivered to mobile phones are packaged as
executable binaries, which are platform-dependent (Windows
Mobile only) and may cause security issues. 3) AnonySense
[5] uses a customized, yet very limitedly-used Lisp dialect for
implementation. Therefore, its applicability is very limited.
4) Important issues, energy-efficiency and incentive mecha-
nism design, have not been addressed by these related works.

The following functionalities should be supported by an
S%aaS cloud: (1) Web Interface: It needs to provide a web
interface for collecting sensing request information from cloud
users, which can be accessed via a mobile device or a regular
computer. (2) Generating Sensing Tasks: It needs to generate
new sensing tasks in a standard format based on request
information (e.g., what sensors to use, what data to collect,
what is the area of interest, how many readings to collect, etc)
collected from the web interface. (3) Tracking Mobile Phones:
It needs to maintain important information of a list of mobile
phones that are available for participating in sensing tasks,
including locations, available sensors, residual energy, etc.
Moreover, it needs to provide an interface between a sensing
server and mobile phones for pushing sensing tasks to mobile
phones and collecting sensed data from them. (4) Recruiting
Mobile Users: It needs to recruit a set of mobile phone users
to participate in sensing activities for each incoming sensing
task using an incentive mechanism (discussed in Section IV).
(5) Scheduling Sensing Activities: It needs to schedule sensing
activities of the set of mobile phones recruited for each sensing
task using a scheduling algorithm or policy (discussed in
Section II). (6) Managing Sensors: an application needs to
be deployed on each mobile phone to operate its sensors to
perform the requested sensing actions, collect sensed data and
send them to a sensing server. (7) Processing and Storing
Data: It should be able to obtain sensed data from mobile
phones, store some useful information to the database (for
future use) and/or returns data reports to users.

Essentially, currently available web servers (such as Apache
HTTP server [1]) and emerging database systems (such as
BigTable [2]) can be used to provide the web interface and
to store sensed data respectively. A sensing server needs to
be developed to support functions (2)-(5). A mobile phone
application needs to be developed to implement function (6).

The biggest challenge for building an SZaaS cloud is to
support various sensing applications over different mobile
phone platforms. To this end, using scripting language to
describe sensing tasks is a viable solution. Scripts written
in a scripting language (rather than binary codes [8]) can



3736

be employed to describe every sensing task in a standard
format and can then be pushed to mobile phones on which
they will be executed with the help of an interpreter. Scripting
languages can bring portability to the system such that the
population of the sensing crowd can be effectively increased
because sensing tasks described using scripts can run on
hardware platforms with different CPU architectures, such as
ARM, MIPS, SPARC, x86. Scripting languages can eliminate
potential security threats by running the scripts in a sandbox
that only allows them to use a white list of APIs such
that they only interact with the hardware in the ways we
trust. In addition, scripting languages can enable dynamic and
flexible loading of programs on mobile phones because using a
scripting language, an interpreter can be integrated into mobile
applications to download and interpret the scripts on the fly,
while, all binaries (packed as APK applications) need to be
signed by Google before being loaded to users’ mobile phones
on the Android platform and a similar method is used on the
i0S platform too.

Modular design and clearly defined interfaces will play a
key role in supporting re-configurability. Every major func-
tionality should be implemented as an independent module
with well-defined interfaces to interact with other components.
In order to improve energy-efficiency, efficient and practical
algorithms need to be developed for mobile phone scheduling
on the server side as well as sensing task scheduling on
the mobile client side with the objective of minimizing and
balancing energy consumption. This will be discussed in
greater details in Section III. Furthermore, game-theoretic
incentive mechanisms need to be developed for attracting user
participation, which will be discussed in Section IV.

Even though scalability is not listed as a unique challenge
above (since we believe it is a common issue for all kinds
of cloud computing systems), it is also very important for
building such a cloud system since the system may need to
support millions of mobile phones around the whole world.
How to deploy sensing servers and balancing sensing work-
loads among them should be carefully addressed in system
design and implementation.

III. ENERGY-EFFICIENT SENSING TASK MANAGEMENT

In this section, we focus on energy-efficient sensing task
management.

Energy-efficient issues have been studied in the context of
mobile phone sensing recently [24], [31], [33], [46]. In [24],
the authors presented the Jigsaw continuous sensing engine for
mobile phone sensing, which balances performance needs and
resource demands. Jigsaw comprises a set of sensing pipelines
for accelerometer, microphone and GPS sensors, which are
built in a plug-and-play manner to support resilient accelerom-
eter data processing, smart admission control and adaptive
pipeline processing. The authors of [31] presented several
techniques to optimize the information uploading process for
continuous sensing on mobile phones. The authors focused
on the energy consumption related to data transmission over
the cellular network. Based on the Markov chain prediction
model, the authors claimed that location information should
be used to save the uploading energy consumption.
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Most mobile sensing tasks need location information. GPS
currently is available for most smartphones, which can provide
very accurate positioning information. However, GPS is really
power hungry and a mobile phone’s battery can be drained
very quickly when the GPS is turned on. Research efforts have
been made to find an energy-efficient localization method.
Energy-efficient GPS-based location sensing methods were
presented in [33], [46]. In [33], RAPS, a rate-adaptive localiza-
tion system for smartphone applications, was presented. RAPS
turns on GPS when and only when the location uncertainty
exceeds a threshold. In RAPS, energy-efficient sensors, such as
accelerometer and digital compass, are used to estimate user’s
movements and locations. In [46], authors proposed to increase
sleep time of GPS sensors by using a piggybacking method to
share location information among location-dependent applica-
tions.

However, these related works were all focused on a single
mobile phone. We, however, are interested in minimizing total
energy consumption of mobile phones in a cloud while still
satisfying certain sensing coverage constraints. We believe that
collaborative sensing is a viable solution, in which the cloud
can be used for coordinating sensing activities.

Only few recent works addressed collaborative sensing with
mobile phones. In [26], the authors presented analytical results
on the rate of information reporting by uncontrolled mobile
sensors needed to cover a given geographical area, and demon-
strated the feasibility of using existing software and standard
protocols for information reporting and retrieval to support a
large system of uncontrolled mobile sensors using a testbed.
In [42], the authors introduced mechanisms for automated
mapping of urban areas that provide a virtual sensor abstrac-
tion to applications. They also proposed spatial and temporal
coverage metrics for measuring the quality of acquired data.
In [40], the authors proposed a protocol, Aquiba, that exploits
opportunistic collaboration of pedestrians. Its performance was
studied via simulations.

Collaborative sensing has been well studied for mobile sen-
sor networks. Centralized and distributed collaborative sensing
algorithms have been proposed in [4], [37], [39], [44], [45]
to address different coverage and connectivity problems in
mobile sensor networks (where sensor mobility can be con-
trolled to achieve certain sensing coverage). Specifically,
In [4], Chin et al. formally defined and evaluated exposure
in mobile sensor networks with the presence of obstacles
and noise. They also developed algorithms to find the upper
and lower bounds on exposure using the time expansion
graph. In [39], Tan et al. proposed to let mobile sensors
collaborate with static sensors and move reactively to achieve
the required detection performance. The accuracy has been
shown to be improved as the measurements of mobile sensors
have higher signal-to-noise ratios after movement. The authors
also developed a sensor movement scheduling algorithm that
can achieve near-optimal detection performance within a given
delay bound. In [37], Saipulla et al. explored the fundamental
limits of sensor mobility on barrier coverage, studied how to
efficiently improve barrier coverage using mobile sensors with
limited mobility, and presented a sensor mobility scheme that
constructs the maximum number of barriers with minimum
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sensor moving distance. Several distributed algorithms were
presented for a sensing coverage problem in [44], which
do not need any location or distance information. In [45],
Zhou et al. considered how to deploy mobile sensors into
an existing sensor network to enhance its connectivity and
coverage, and presented a dynamic programming algorithm
and a virtual force based heuristic algorithm under the assump-
tion that each sensor is equipped with GPS. A distributed
mobility management scheme for mobile sensor networks
was presented in [47]. The proposed scheme considers node
movement decisions as part of a distributed optimization
problem which integrates mobility-enhanced improvement in
the quality of target tracking data with the associated neg-
ative consequences of increased energy consumption due to
locomotion, potential loss of network connectivity, and loss
of sensing coverage.

The algorithms proposed for a mobile sensor network can-
not be applied to an S?aaS system because of uncontrollable
mobility of mobile users. However, we believe that collab-
orative sensing can still be used in mobile phone sensing to
reduce sensing redundancy and improve energy-efficiency. We
need to consider a fundamental problem for mobile phone
sensing (which has not been well addressed yet): given a set
of target points or a target region, a set of mobile phones
and a deadline, find a sensing schedule (which specifies when
to sense for each mobile phone) such that the total energy
consumption is minimized subject to a coverage constraint.
Scheduling algorithms that solve this problem can be used on
sensing servers to schedule sensing activities of mobile phones
(recruited using an incentive mechanism). Note that sensing
scheduling algorithms will only be used for opportunistic sens-
ing applications since mobile users manually control sensing
activities in participatory sensing applications.

In our preliminary work [38], we studied the feasibility and
effectiveness of applying the collaborative sensing approach
to mobile phone sensing applications. We tried to answer this
question: how much energy saving can potentially be achieved
by using a sensing platform (such as a cloud system) to
coordinate sensing activities of mobile phones? By solving
the optimization problem described above under a strong
assumption that the moving trajectory of each mobile user
is known in advance, we came up with a graph model,
Virtual Sensor Graph (VSG) to assist problem solving [38].
The importance of the VSG lies in the fact that the sensing
scheduling problem described above can be transformed to a
minimum-cost-flow-like problem. We then proposed an Linear
Programming (LP) based algorithm to obtain minimum energy
sensing schedules (that can ensure full coverage of given road-
ways) in polynomial time. We also addressed individual energy
consumption and fairness by presenting an algorithm to find
fair energy-efficient sensing schedules which balancing energy
consumption among participating mobile users. It has been
shown by simulation results based on real energy consumption
and location data that compared to traditional sensing with-
out collaborations, collaborative sensing achieves over 80%
power savings. This finding well justifies the effectiveness of
collaborative sensing in mobile phone sensing applications.
Even though these algorithms can produce optimal solutions,
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they cannot be applied in the reality due to the difficulty for
predicting mobile users’ moving trajectories. Practical algo-
rithms need to be developed for these mobile phone scheduling
problems without making such an assumption, which will be
discussed in Section V.

IV. INCENTIVE MECHANISM DESIGN

In this section, we discuss incentive mechanisms, which will
be used to attract participation of mobile users.

Even though many researchers have developed different
mobile phone sensing applications, there are few studies on the
incentive mechanism design. In [36], Reddy et al. developed
recruitment frameworks to enable the system to identify well-
suited participants for sensing services based on geographic
and temporal availability as well as participation habits.
However, they focused only on user selection, not incentive
mechanism design. In [7], Danezis et al. developed a sealed-
bid second-price auction to motivate user to allow precise
information about their locations to be collected. However, the
utility of the platform was neglected in the design of auction.
In [19], Lee and Hoh studied the economic models of user par-
ticipation incentive in participatory sensing applications. They
designed and evaluated a reverse auction based dynamic price
incentive mechanism, where users can sell their sensed data to
a service provider with users’ claimed bid prices. However the
proposed incentive mechanism is focused only on minimizing
and stabilizing incentive cost while maintaining adequate
number of participants by preventing users from dropping
out of participatory sensing applications, without considering
the truthfulness, which is an important property. In [11],
Duan et al. analyzed and compared different incentive mech-
anisms for motivating the collaboration of smartphone users
on both data acquisition and distributed computing applica-
tions. They designed a reward-based collaboration mechanism,
where the client announces a total reward to be shared among
collaborators, and the collaboration is successful if there are
enough users who are willing to collaborate. However, they
formulated their problems based on a simple model without
carefully addressing users’ contributions.

The void has been filled by a recent publication [43], in
which Yang er al. designed several incentive mechanisms to
motivate users to participate in mobile sensing applications.
Two types of incentive mechanisms are proposed: platform-
centric incentive mechanisms and user-centric incentive mech-
anisms. In a platform-centric incentive mechanism, the
platform has the absolute control over the total payment made
to users, and users can only tailor their actions to cater for the
platform. Whereas in a user-centric incentive mechanism, the
roles of the platform and users are reversed. To assure himself
of the bottom-line benefit, each user announces a reserve price,
the smallest price at which he/she is willing to sell a service.
The platform then selects a subset of users and pay each of
them an amount that is no smaller than the user’s reserve
price. In the platform-centric model, a user participating in
mobile phone sensing will earn a payment that is no lower
than its cost. However, it needs to compete with other users
for a fixed total payment. In the user-centric model, each user
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asks for a price for its service. If selected, the user will receive
a payment that is no lower than its asked price. Unlike the
platform-centric model, the total payment is not fixed for the
user-centric model. Hence, the users have more control over
the payment.

The platform-centric incentive mechanism is modeled as a
Stackelberg game. There are two stages in such a mechanism:
In the first stage, the platform announces its reward; in
the second stage, each user strategizes its sensing time to
maximize its own utility. Therefore, the platform is the leader
and the users are the followers in this Stackelberg game.
Meanwhile, both the platform and the users are players. The
strategy of the platform is its reward. The strategy of a user is
its working time. Based on some utility functions, the authors
of [43] presented a Stackelberg Game based approach for the
platform-centric model to compute a Stackelberg equilibrium,
which maximizes the utility of the platform, and ensures that
no user has the incentive to change his/her strategy.

In addition, the auction theory [16] can be leveraged
to design incentive mechanisms for the user-centric model.
A reverse auction based incentive mechanism was presented
for the user-centric model in [43]. An auction takes as input
the bids submitted by the users, selects a subset of users as
winners, and determines the payment to each winning user.
The proposed incentive mechanism has been formally proved
to be computationally efficient, individually-rational, profitable
and truthful.

V. FUTURE RESEARCH DIRECTIONS

In this section, we point out future research directions:

GPS-less Mobile Phone Scheduling: First of all, practical
algorithms need to be designed to schedule sensing activities
(i.e., determine when/where to sense) of mobile phones with-
out full knowledge of mobile users’ moving trajectories. In
addition, GPS is energy-hungry and keeping GPS on during
the whole sensing procedure is not feasible since it may
drain the battery very quickly. Other approaches, such as
WiFi or cellular signals, can also be used to obtain location
information, which consume much less energy but provide
less accuracy. Hence, GPS-less algorithms are needed for
sensing scheduling. The scheduling problem becomes very
challenging without accurate location information, which is
illustrated in Fig. 2, where disks are used to show the sensing
coverage region. First, a probabilistic coverage model needs
to be developed to calculate the probability that a target
point (or area) is covered if a mobile phone is scheduled to
sense at a location which it believes to be (x, y) (The actual
location may not be (x,y)), and the coverage probability
given by a sensing schedule. Second, a simple and practical
method is needed to predict the mobility of mobile users
based on historical data in the near future (next few seconds).
Moreover, efficient algorithms (based on the coverage model
and the mobility prediction algorithm) need to be designed to
solve the scheduling problem. Again, mobile phone scheduling
discussed here is only related to opportunistic sensing.

Sensing Task Scheduling on a Mobile Phone: A sensing
task will be assigned to multiple mobile phones. Correspond-
ingly, a mobile phone may be used to process multiple sensing
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tasks. Hence, sensing task scheduling algorithms are also
needed to schedule multiple sensing tasks on a mobile phone.
The following optimization problem needs to be addressed:
given a set of sensing tasks (on a mobile phone), each with
certain temporal requirement (i.e., must be completed at a
particular time or during a certain period), spatial require-
ment (i.e., must be performed at a particular location or
in a certain area), or both, find a schedule with minimum
energy consumption for performing these tasks such that the
given requirements are met. To the best of our knowledge,
this problem has not been studied yet. One trivial solution
is to treat each sensing task as an independent task and
handle them one by one. However, this may not be energy-
efficient because multiple sensing tasks may share one or
multiple sensing actions (e.g., request location information
from GPS). The best way may be to group multiple correlated
tasks together by exploiting the temporal-spatial correlations
between them, schedule sensing actions associated with them
and determine when to conduct common sensing actions based
on user mobility status with the objective of minimizing
energy consumption and satisfying the temporal and spatial
requirements.

Privacy-preserving Incentive Mechanisms: Incentive and
privacy have been addressed separately in the context of
mobile sensing but has not been considered simultaneously.
For example, in the incentive mechanisms designed in [43],
privacy issues were not considered at all. It is important to
design incentive mechanisms that can enhance user privacy.
Having privacy protection will encourage more mobile users
to participate in sensing activities. Initial work was done in a
very recent paper [21]. In this paper, the authors proposed two
privacy-aware incentive schemes, which allow each mobile
user to earn credits by contributing data without leaking which
data it has contributed, and in the meanwhile ensure that
dishonest users cannot abuse the system to earn unlimited
amount of credits. The first scheme considers scenarios where
a Trusted Third Party (TTP) is available. It relies on the TTP
to protect user privacy, and thus has very low computation
and storage cost at each mobile user. The second scheme
removes the assumption of TTP and applies blind signature
and commitment techniques to protect user privacy. We believe



SHENG et al.: SENSING AS A SERVICE

Social Network User

.4
Facebook Twitter Weibo
Sensed Data
7~ e

N S%aa$ Cloud 1
.

Fig. 3. Mobile phone sensing based social networking.

this line of research can make a significant impact on mobile
phone sensing.

A Reputation System of Mobile Users: It is very important
to establish a common reputation system of mobile users
for various mobile phone sensing applications. In the cur-
rent incentive mechanisms [43], mobile users are selected
purely based on their bids. It would be interesting to study
user selection schemes based on the reputation of individual
users. Moreover, users’ reputations can be used to enhance
the reliability of sensed data provided by mobile users. For
example, mobile users’ reputations can be used as weights for
generating the final sensing results. A mobile user in an S?aaS
cloud may be involved in various applications. A unified and
fair approach needs to be developed to adjust the reputation
score(s) of a mobile user based on his/her performance in
different applications in terms of various metrics (efficiency,
quality of sensed data, etc), which is very challenging but has
not yet been studied.

Mobile Phone Sensing based Social Networking: Social
networks have been making a significant impact on people’s
life. Marrying mobile phone sensing with social networking
can benefit both systems. As illustrated in Fig. 3, on one
hand, a popular social networking system, such as Facebook,
Twitter and Weibo, serves as a perfect platform for shar-
ing data collected via mobile phone sensing; on the other
hand, mobile phone sensing can substantially enrich social
networking activities by providing various context information
of mobile users, such as location, moving states, etc. The
CenceMe [27] represents the first system that combines the
inference of the presence of individuals (e.g., walking, in
conversation, at the gym) via mobile phone sensing with
sharing of this information through social networking systems
such as Facebook and MySpace. In [10], the authors designed
and implemented a crowd-sourced sensing and collaboration
system over Twitter, and demonstrated their system using two
applications: a crowd-sourced weather radar, and a partici-

patory noise-mapping application. In [34], a mobile phone
sensing based platform, SociableSense, was developed to
capture user behavior in office environments, while providing
users with a quantitative measure of their sociability and that
of colleagues. It will be very interesting to develop new social
networking applications based on mobile phone sensing.

VI. CONCLUSION

In this paper, we introduced a new concept, Sensing as a
Service (S2aaS), and identified unique challenges of devel-
oping an S”aa$ cloud, which include: 1) support for various
sensing applications; 2) energy-efficiency; 3) incentive mecha-
nism design. We then reviewed existing systems and methods,
presented viable solutions, and pointed out future research
directions. Specifically, we described the basic functionalities
that an S?aa$ cloud needs to have and proposed to use scripts
to describe various sensing tasks and enable secure and flexible
loading of them to different smartphone platforms. Moreover,
we introduced energy-efficient sensing scheduling problems
and pointed out the right directions for developing effective
scheduling algorithms. In addition, we discussed two models
for incentive mechanism design, platform-centric model and
user-centric model, and described the desirable properties for
incentive mechanisms under both models as well as the future
research directions.
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